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WIRE FRAUD ADVISORY 
Don’t be a Victim!

DON’T TRUST EMAILS CONTAINING WIRING INSTRUCTIONS.  

If you receive an email with wiring instructions anytime during your escrow, locate the phone 
number of your title and escrow officer (DO NOT use phone numbers contained in the email you 
received. 


DON’T TRUST EMAILS SEEKING PERSONAL OR FINANCIAL INFORMATION 
If you receive an email seeking your personal information or asking about bank accounts 
or any financial information, again, locate the phone number of your escrow officer and 
verify the information.  

DO - KNOW AND TRUST YOUR SOURCE OF INFORMATION! Don’t call a phone number 
from the email or wiring instructions you received.  
Never direct, accept or allow anyone in the transaction to consent to receiving transfer 
instruction without a direct personal telephone call to the individual allegedly providing 
the instructions. 

It is imperative that this call be made to a number obtained in person from the individual 
or though other reliable means, not from a number provided in the email or the wiring 
instructions .

Criminals are targeting emails and social media accounts to steal information. This is extremely 
common in real estate transactions because sensitive data, including social security numbers, bank 
accounts and account numbers and wiring instruction are often sent via electronic means. Don’t be 
the next victim of wire fraud! Money wired to a fraudulent account is stolen money that cannot be 
recovered. There is no insurance for this type of loss and you will not get your money back!

ONLINE RESOURCES: There are many online sites that can provide useful information.  
Here are a few: 
The Federal Bureau of Investigation @ https://www.fbi.gov/scams-and-safety 
The Internet Crime Complaint Center @ www.ic3.gov 
The National White Collar Crime Center @ http://www.nw3c.org/research 
On Guard Online @ www.onguardonline.gov

Protect  
Yourself
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